© 30 S i (5159 S915 0019 31 0Lkt ) (S 53 398 i e S At g3
Uttam Adhikari .;Thomas Morris Shengyi Pan :aiiq

oduSS
Ol gl oledbl 51 ol Sl o> Synchrophasor sls wiecw
Ol 4 g, slolis 9,8 eoy5ln sl jad lo e S5 g 00 1S
i Soi anieti el s o g clo AT e eol,d wlazel BB g
08 yid yuils il oas sl caass il wlwl g siws &g 4 a5 (IDSS)
s Wlis ol 40 s cawlio o5 6l 0ls b Jilue dio) 40 5 g s
890 Slasin &5 oS5 IDS G cale Gl Bogs 5 Siletiuns 9,504,
oJ S gole Oldes (YN Sl &8 piies OV gl I i
0995 AL A (5ol 0018 e ST AS oo dl)) 0350l o 1) (sl S g
sl 6 x50k & memme 5 ,8055 Djgo 4 b osd (oo ooliin] S flie s
oo,& ¢ synchrophasor .5 ojlal sla sols  aal oV 4y
IDS eyl 7, G papie SLII S lote 4 0310 10 o508 i g plus
JrsS Sldee WS s 4 IDS adgl dgas el ool 0l g ol |,
Oy JUSI g sl g0 ol Sl cBlis 2k sl gmle Mo g (3l
038 (5 ymle O 1Mol il 03,5 g dib (gl 4w la> 9o

s ¢ 588 s ((IDS) 3585 aseid g 90 oy 5l cblas (g4lS

synchrophasor

1
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

doddo

odd wSlid diedga aSD (lyie 4 Geizres &S ¢ S8 e G0
!y synchrophasor sl g osle ad,ics sla 0l 8 5 cunl
4 gy GLolis (10,5 03yl p (lp a8 lo pian 7S 5 0058 ol
s (32 @33 5 a5 Sl 0 oS e 4S5 slazel BB g5yl Ll
@ Oledbl sl calupy @b 5l ol Jb o bl wisg ol @le 5o slo
Sl DMNax jhas (Spme )0 il 0 g iugy o & SOyl Jle Glgie
XS o0 65k Lo axel> 0 08 Glo i AS o R A daxgi Lol
B ol adlog yige Codel (Sal 30 aS0d a5 000 052y 5 iiee Bl SO
3,10 3gg o (Glp (pwywd [0 el job a4 D08 AS o lb allls liebl
Josllysins o b arogs a5 ol 5550 alies slo ylojlu 5l saxie slewl [V]
o LY Y] il o8 wald 1) mlio GG s cuiel el 6l oo
aS Cewl a8, am (GAO) sumie oYL Cdgs 06wl S0 (J
Cos (BB dialion slo oSl el (55l ool 4 sl 65 sl Joally i
oo e b el (sl 05l 05upy j5laie 4 drwgt g i Liulss GAO

L] el
s o el Cawlow a5 ol cdled (IDS) 3585 e slo e
p3Y JoSo SO IDS i o il WS e A ) aSS L (g igeelS

e IDS a51 > .ol firewalls sole wl (Kiay sl slo 05580 sy

2
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

g S oo @lS ) i (2b sle SLg e ol a5 v o ais |
Iy srmbo OMos @) pasws poe STy B auS o ply8 1, Jeil8 salsls IDS
S sla olfiws 5 smle sl el Jlasl ilidl {0 ass e
i1z asly ST ey caiine (i IDS (S5 09 so el diosdign a5
S o rile e 3 | Ol allaz &j50 @ Glisee y (Se IDS
Ygone 599 ol 5l cbla )b auile &0 g J 705 o o )oS1 &5 Jl>
2L wax IDS (plpls acie alsw b K6 j0 soxe sla oKiws ol
zhw o stateful o,y slxl 5 soxe Sledbl ol 28,5 Ll o SUlgs
Sl 45 el ainbsy stateful IDS oS, s cle wil L 1, gt
sloaly 4l ol 5 Gl cuml Judod g 45 4 5l a5 adb e ol
N RRIEEE P [N e JEN TR JUNET SR I
e |y Ced G5 5 a5 Sle; Gsy a5 ogame (g pdy bl el azliS

.J..QQLSA
Sl S5 IDS Sy ol @l o 5 Soilatuns 0,505, SO dlie oyl
o o |y Slakie 5 cadle e IDS slo (Sl o0l 5 e
Sldes (o WS laie 4 by Jsb 50 ) el slo,lid, IDS Lotz
Lolid ) gl alale S o g0 diab (s ymle e b g wssle JyuS
L P aasin b cadle S inh (o0 il St slo s o5 (Sl

0o ail)l allis ol o a5 IDS wlul jaie Sy i8S oo wld gl 2 sl

3
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

2> 1, synchrophasor .5 o;luil sla ools a5 ol (5ol5 sols SLST SO
WS (oo goples 1) (pbdim piaans o oliws I ol slo 02,8 5 035
S0k ) Jolaie oo U

o B3> 1) lagSl tws (6)l05057 g (gws el g jad 4 5l Bees
Aol aily 0ez o 1) b ools 5l ol s polie Casl o8 g wiS

Diad  jgel ool oL S o ol sleslag, oo (Jglaie Sl ys
S 1y bgiye g Jlatl 5 )50 8, aSTy2 wiiis o5 s (ol eizren
o oy sl Lo (b Mo g pan ] 8550 Jloj sla )8, 4,
Jaie Jglaie (gl yno a5 &l e Cumdy 3l Cdge dcgae S L IDS
Cinllae Jsloio yome S b a5 Llayld, s soky diib S 4 b 0gd o
g soo j5, Ol b g Wigd oo ai8,5 Sl )0 polasl mliy lgie 4y i)l
il o 2Ll i (slo L8,

oanieiss 83 (oolpiian IDS a5 vas las B sl sas oxiluS (69,90 axlllas
Slpaml 90 5 WS (oo @l aSLil g oad wSlil g lew 93 o sl YL
] clico 08 Glo piew Al il o Laore o eulo

Lo 5o (s 53 G sl o (il 25 28 & lie (ol 4
39 60,38 s 0 (S5l 4 SV g 903] w5 (S sled SO el

4
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

RGP P 43|)|Wu~.>u)o 6).54.79_».,%»\ 03D o‘b)jTV
Soos g a5l sl IDS A

SeSS 5l aliBue glgil a4 |y Jhmgh wiadgn aSl b Sl sl Jlu o
Gy alibe b IDS Ll sl diiin b poye .l oold 0 335! IDS sl»
Sl Es S il 00,5 55 08 diedbgh 4 calise glo A 5 aS Wil 00,91 S99
Sl 4o (IED) (Sog Sl sl olKiws siaiign sl o IDS wladss ]
g At bie p e Yoore IDS 3l g5 o) IVEdET o )ls 55 e aiaiion
M‘ L)-A-AL’ L)L')"'A)"LS"MIDS d‘SLSll} 5o ] 00 u;)b)d LSLQ)LJ)
SHlas g ol eage o]y el ASS 0 08 4 yazie gl oKl
S8, g ol 5l 5 ad,is IDS was o a8l ) siecw w4 Stateful
) s el s B 0,5 oyl jo 1) pecew )0 sasie sl oSCluo
S sl 1y 09l » e IDS G [A] Mitchell and Chen .o 51 cows
G S 5o (Supd e oliws jl g aw la L8, (85 Sl 0 L 5
g 00l mazd bl&5 [ cw piws bl ayje5 (V ol slo LL () 108 )5 slpaiey

Szl Olsie 4y aS olSwd g5 aw 3l jguiw YY 5l 81,8 .S ilie (65,50 olasl (¥

5
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

GOguoroe dlaxi a4y oogiote o 1) dehad YY 51 U o g,y ol ol colaiul cll>
150,551 o3Il Jgo 2 L

Sygo a4 oiws aw gl p cls olaxs YEOF g VYYA YFOF L cdls oliws aw
3l Ee aw Glp b CSlhogas flac 4 cll> gla il 5 ol aisle oo
g ol i au» IDS o> s e g cEle aiS o e b oSl
(ol pogdle s i (lg (ped 5,5 Dy e s Gl ) el
3l Pl Sleogas Ll gle olfiws Gl jg; @ 5le el [, Sl
Sl )5 slesaly aliS wnl e 5 b

Loigh a4l Oledbl sl cilu ) o wlbls ) Sblys asls » e IDS

aS sleel g Wilgs 2 IDS wizy o gy |y (gymle O asis lp
el 1y albls ) [VF] ol G 3 5 oowidn gy S oo JS 1, olbls)|
Al 000 &5 gz ol @ S S8 ) Jleel 5 ogame 1) leyd g oartisy
sl sieww slp IDS 6 Yang et al. [9] cwl slael ptacw
5 eolawl b (6 ule O jaukid a5 cul sols slgiws Synchrophasor
polie g ew ) Alan G b (S8 sla oyl IP L sla a5l osiw
Ly jo ol gl Kb gologrin IDS sas o plil 1) b a5l e
L synchrophasor sl oSiws plp ;0 gy LS S ¢ (MITM)
IDS & [Ve] o5 g S5l 0y oo, o IEEE C37.118 S, 51 ool

S 5l Al dilitee gla 4o lbls,l Sl Judow g 43500 45 ool @8

6
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Slo Al 5l adliie glo 4Ll (KB gl aSeh alox 5l wadise e
aido U ol 00,0l mhv 2 50 alighr diged G 00 o plxil |y 0o S
o w8 5l el b 1, Jlais] (6 mle Mo 5 e sla ool sais
5lelaus S B 00,5 185 bl e b digad (pl a5 (o ail (55lS 00l
ST ool )8 jansis 85 Sgun jshaie 4 |y (bl sle Al s o
JrS lo ptan slp ylmial passs Gog, o W] ) Sen 5 Hadeli
§)osd glyiind gl blo ) slagSll dui Cad 45 sols slgiiny ixio

23 (o Al el )3 09250 AliSie (Srio 7S e o JSSs
Sl | o 5o 4l sl piea Sloedys b o 5l Hadeli IDS

IDS 5,5 oolil g, (oo HUA! min JyiS s o a5 S LS,
|, aSlds bl 50 oysee s wily oo [NV] = [A] lawgs ooty sl
O e &S Oyt Sodb asis 4 0B IDS an e Ll s asis
gy Jlie plgie 4 diies @gd (o0 (o a3 el Ol
b aes saseis e bl &,5 jews o wily o3 Hadeli et al.’s [11]
|, il b oSy wilgd oo a5 ans JUil ine eyol IP S 511 eyl Lilas
P Coogar p e IDS Sy 0sh S89el5 el 5 00,8 ) s
bgrye Slaslome plonil iy ol Ko 50 (g 58 @ D9l 625 G

o el sl gl s b aile K el 00 03l dnwsss (AMI)

Ol eolaw! cJb LSLQ olXwd 9 LQAMI JS..”., 99 )| rg.............u L5>9.>l_‘3 s 3o -

7
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

oy s9hie 4 Jhe cwyp S Kl ofiws core Sl gl p
6o i b oalinl LB IDS ol e85 15 oolitul 5,50 o5 Slisgas
i Olye ay OIS 5 S Jlesl Jll slo g oS 1> s Jlicl
0 eed Dygo b S il s SO obul s 5l 4.l AMI )
DBl el )5 sl il

6395 (§3lwdiag i o diadise lo Al gl K00 ool o IDS
6o a4l 5 VY] L 5 Yaidly «Jlie leie b wanl ool & 508 qiusns
e (525 05l sl ools &S 6yl DMes aridd (6l e B Ol
sl 098 pliel oot a4y 508 by a5 098 (o cnl A jaie 5 0ol s )
s 5 & sla ools e lulid (6l prlse S [VE] ) Sen
ISl 6 den ax ST .l ools &l > y5g ez 5l eolaiwl b &b yad
Sgame dho £55 Ky a5 1 IDS ! Lol i aidly i ool Lmseds 4y 4ol
gy )l 4 )08 Gl e adde 08 SMex patis sl iy (o0

3% Camogua IDS 3o B

S8 ax L oas o)l ol 4 S jeme Caogas IDS T psis cdo
85 dgue Sl el o) S aies oo oy ) et )18, Sliogas
IDS Gy, SO 55, 12 535 00l ps .l (5515 00l 5l solain] lisgas-
5 codle p e IDS a5 s Jlael V0] o)) 5 5 J Lawes oo slpiing

8
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

|, b 5, oSl 5 b ala> (Do b 595 oo Jlogl 539,5 Sledbl |
Dol hisen 5 (J 0yl 0525 @ 1) pansets selyd 5095 b 4 5 aisgal
3l s g sl L8, (gl asSIl g 3o (sly wide A Wisls i
o anlie Ll )15 pl g aciae 3.8 (g5lS oold o 5l oolaiul b ouls
ws!ﬂ de8i anseid ol aelp pl jo BanS &S 8 den b 89S jasis
MIT o8ils ofisle;]l lawgs ool oolel (glio ad inn wlids slynsep
ol 9o IDS sl Jol o [Vol oLSes 5 J IDS wssls plosl 5]
2 e IDS el j5b & (lg o0 |y o Jdo el & 052 00l (b
&3y, iS Glp (Sl oz 5l ools 10,5 SG 05 Jlesl Sliogas

2gh Fhb Slosar sly o 0 o

Gleogas 5 S0k sl 595 ools b s €

A b ozl oy, 5h JIg S Jols o)l S gl Crogar S
ol Jlosl gg5 cols iS4 5l Olusgas Coole ol piw sl
alwly alasly 5 05,5 59STls 1) oS 5 slagSIl il 0B b s ls (ol IDS
shelas cpl o colaiwl 8,90 (Ggl5 ools ST aiST SLulis 1) &ole>
e ools cdlad slasSl a5 auS o oolaiul (9lSTs o yo o Nl SiSS
Vo] o tal jo ooy slasSIl zlseinl w65l oS oo oS | etws b
9390 slagSl sla ool b s 5 a1, T IV o Sen § oo 09 o0 53

5 b ools g jlews Bilgw Jold a5 g ptin 5l Sodb cudlie S pos KEPL PR

9
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

L DAL o Sass oS GeS 1wl Bloys oley 5l oy S Job
Sl S35 Ose 4 U oad wass Bayesian sl 4l 5,5,
Sl Vb Gl g S ) JSaie oS il plboges laas ]
Jie plge 4 el jlew Bilsw 9 gudb o ools I uSe Julls a5 ol les
DAL 6, 5en 5 od L5 5o aws olis | wited 0,é g LA o sleo
W58 S e shie 4 Jleio ol pen 4y Y

ol ,o VAl PP ws) w80 el oads 00,5l allie oyl ,o a5 6,5 (6l
s o0liil & ya8 e o ools 5l adls Jlgie slagXl 595y (sl ojg0]
SO s oo plxl 1) (g9lSTy a5 el Jlgie 5)lee 5l (ile ooy S FP w
Ol o a8 sl Sl 5JUT (gglsTy plnil Jlsio o)ls0 51 Jslace Jlie
Lo o (5,5 YIS oy oS e LLS I b aisS o GO0 s ol
Syl S0 b cdel oS SV game 8L Jle sl wnlo 1y (i (paix
ol jae 2 4 Cenl Sk sz SIUT L alise (BolS Jglate jme gl (oo
o e o2 b oasgerme o 50 Ygeso a5 Wb (o0 | s DY a5 S
o i 1) s DYl S50 sloygiwd (rizren B9l Jghiie yras g
VLY

5595 Jsloio yumuno A1

o S5 O 0AL (S, 6L®9§J‘ Qob ul.w.a LS‘ﬁ ng.‘;a Joowes ‘aj.e‘.é.o )’| Jleo Q—.’.‘

o el 00,5 solaul 03,5 (6,105 wlas 1) ools (slo g a5 Sloj (55l

10
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Cdgo i f Sy 5o Gl et DY I SO el Joloie s
(S ny b pealie iy a5l A9 Jolate e o8l cnoss ol
3,00 e 9 g3

Al S5 39y (0 LB A plee So 6955 4 355 Candy ey sl S
fle sl col pius ool oaalie slo 55 ojluil 5l acgame S5 Julis
S={TS, o &lp .cl (TS) by oais g3l Jloy ailis S uioman
Slo )] 0gd (e 0ilyS v S (535 5l (She e o)) F1, 4L, i}
o 0 (o odel )] dials a5 akies o3gaze S 50 (Shy Ko lp (Ses
oLl e oogaze 4 gl @)l 093 asly o alugn sl o)l &5 S
B9l (6 S ol dgamel Sl slas I L wigd gilwlas pdy

ol o 00 oddlie OVl Sl cnd SO 09l 0 00l P aS e SO
Pi={51,52,. o wiload <o olisle TS Lol ,» Cdge g 55 o &
S o Jly Kl end e gley Gl b s ead ool . ., SN}
Si+1,Si+ JLlLs JgSolk sSSP ages gl ol ps 5 dcgommoys;
aS 31 el S Jlg Joles P s S oS 0 paiie 12, ..., Si+ M
S e JIg 5l acgeme Sy po wigd el oS5 S 0 P oS Gl seles
sl sl L8 6,5 Jlgt s, Jlsi a5 51 el 6,55 Tas g3

Q gyl o sl oot ssalive Glo s I sl asgoarme G aS 0y 1S Ll 5o

ssalive sla s Slows N aSul> 0 { G={P1, P2,...,Pn plply il

11
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

o 53 g a5 ST asS o oo 1y S Sl e SO0l Q (gl ous
Colom aSCIl> )0 gl iy 28 SO e D50 4y Wilgi oo Cules ol ails )3
Sblas coles 1 55,5 pnles o ol Iy e Q gl sl Jgoe
S Gl e a1y SV (Jslase 6l po ol allls 3425 53 )L SO (6l

A28 oo bl sl o slast >
5 diliee slags )l 51 sl sl ools (Jgl 0,90 (oo 3929 A gl o (glp
Syaie o3l ol SO L als sla 0ls e S5h oo ()9 Ee> oianw
S5 oslal gYL Jlade b oo ol uilS )8 jguin ooy aims slxil |y (6,5
P Nigh oo alld AT VL WS B sle (6,5 o3l g e plpls o
o> JS Slass b &9...» < L.S)"f o)Lb‘ Jj.o)B L: A 4.»...».’9.*.’ S QS’LQ o)‘..b‘
RPRE f‘)b LS‘)" uLwL..n u.....,b RS u,..&lf ‘) oalo olf.’l) 5O u—i“’ LgLas
2y g 2 a8 el Jga SO osls olL0gl  co ooliiwl ¢ guiw 2 (gl p
0 omles TS 2ulidl ley jo 1) st Il o sy g 00l sl giw SO
O pasce SVl (6 ded U 0gl o0 4550 00l oL o )lex Ao o aieo

alio b oS Slo @, 6 4ed oS 5 L ools oSGl ey Dl s 4 0,8

12
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Gl o aBLis 6lo pne (6 Aok pid Al> o 10095 o (5il 05,88 Wl
FPoas, (Bl oo slagsl o)s8l b G asgome nlin S
abin] 058 5981y by > Jlgs cpp Jolate U cigd oo (ot VA
Db oo s olaasie il eslitul b g las 5 e bwg  les
i b gy )l gl Jslate (sl s (5,55 Tax Joloie slo JIgs

UG [PSIVN [ Y PRSI SRVIK JI S R TN PUUWOSS IO [PPSRy | L
18 89y » B> mles albs] 514G = {P1, P2, P3, P4, P5 . i
gl Blas sl a5 G o o 50 2 sl Jlos degeme il oo pudass
S1, } 5,151, S3, 54, S5} ,{S1, S2, S3, S4, S5} el w5 (oo e
ol s ool iSlas> {S1, S2, S3, S4, S5} Jlw cpl olp ool {S4, S5
Ms ,iSTa> {S1, S4, S5} 4 151, S3, S4, S5} JIg5 cewl Jglaie pnns
aln] Jslos 31 Llae yo il azd $ 15 1S1, S2, S3,S4, S5 )5 «51,>
o Glbn] a5 G o e Jlg 5l ol dcgemme S i AV b ules
S1} a5 bul 5l .cul {S5 .84 S1} Jols Lid o5l oo cows & 1) ulos
s S5y el iSTas pl el 08,5l s @y 1) ailiw] 5,50 ol 4o 1S5S4
RG] I P Vo

0013 dsgazme ;5 Wlgs oo 45 Cewl U ps Koe £lil 51 oo Jlie 5 ) Jgo
1) 5yl 5 a5 Sl e sl JT ol el saims Lias PL ogd il

Acgezxe 1) S S (60 lse 0 1 a4 WS o Cinlle P1 L P2 aas o olis

13
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

L s 6 p o3l gllas S e a4 el (San ol a8l (0 Grgad 4 o LIl
Sl el Lol s S s P3 s gy a8 aiees obgy U 4
S Job 5 b Sy 5 oS 5 ams &y el oSen olitn LSl sla
o Ul ol i e 45 ol 65,90 ouims Sl PA S olug clls
o a8 ail gl lKin wily e ol el JT ol clls 3 glize Sl
552 slo > a5 was #, T3 j0 o] sl @ ves 7, T2 ,o0 Wb a5 slayg,
s S 00 Lis PS5 (0isS oo s S12 S11 4 L) 0S54 1, S3

0,05 oled Jglain s b cillae g5 e Uas e jo sl Ua>

S5l S (Gly e diged | Jgua

T6 TS5 T4 T3 T2 T1

JT oyl 2l S5 s4 $3 52 s1 P1

236 sl 2> S5 S4 $3 s2 s1 P2

Sl gl U S5 S4 s3 s2 510 s1 P3

e “gLf = S5 S4 s12 | s11 s1 P4
ol

TR $25 | S24 | S23 | S22 s1 PS5

S 09 (oo odlitul (o b Job )0 Coogas S plgie 4 Jglite s
0 9 MR o i |y Jglate e SOy Y olaws ( oles Blas asbi]
e yme G a5 G (5900 w00 )8 50 Cod ) gan Al 280 Wil
s S5 4SSl ol Bud 4 g il atsly e JT o] e b a5 sl
Cdy STas 4 e g dil gl SOl 08 4 paxie aS r°-’l*’ Jolae

14
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Oxen 5 0ligS Jglate je G loo gy g e SO gl 00 o 4D
AR Cewd Ay (§ e (S Al gl

51l los il s 5000 SLG) pas) 4 kot S (gl Jshiie yonme S
5 "oolaal 5 B s YU ol b e eaies olis Jlse sle clls
63k o> b Jolhis jowe o 8L by ool " yao 4 bgin pol b 0"
3 Sl sl Gl js STl gl 200 G (sl s oS a4 s
Blo> wliw] a5 pulo |, ol Jg a5 o seles jlgns jlas )18 0959 G
Wyel Caws s |y ules

Sl e slo > b onds sdlive g (glo b aslio b son ailb
s ples b (PUT) (g0;] ot o 040 oo plol ool anslin Jgloco
o Caedbogls 51 S Cpi sl cpil € PUT 51 55s o dnslio Jglaie
5 Jghiie s clbgls yiSlas Gdate (ool loie 4 PUT ol Jolas
Sl G ST et oo o abb (Jolwie jae Grdbgls dcgerme (e
o oo aid aslial glee 4 PUT sl sSlas (Jolate pue cdbogls
D9

ey sl oo 53Uy i o501 a5 Cenl (63,90 anlllae SG Allie ol 4k
S8 s g5l YO (goy a6l ooz g0 (ugrgl aw JWEDI gt
WS oo Jles!

‘S)Lm o ug.o)T IV

15
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

JUisl bgls ol p cdluw cblis A
Jusl bl 5l cblis lp b )b (n 5 Cgmme 3l (o Sdlae cbli> 7)1
Lo YU 51y JUl s g mll Cuglie 45 and (oo anseis Joe Jol ol
Mool oaud" (gl Canglie a5 Canl e cpl @ pl el T Job b canlite
5 oSl alai e aloll b celiine oS o Jsb 0 Cagls ol Ly
NS 05 wlFas cblis bl b Cusi oS! alols .ol Cygi olfiw]
ools plais! 8 > o 5 6ol Canglie ailin] Sy dilaie 1 4y .ol o0l
s 1558 B a5yl ligren clbilis gbl Cuois (gl olKing! cowl ond
s dibaie SOl st o) Cugl oKyl dblaie Sy oS el | cdadlos
e é b Cdlie cbli> b asdllae onl 5o Cenl 0pé 5 ¥ Cugi olSituy]
bl I golasi (55,5 dguzme 9 65 Oty 22U egSae Gloy 05
s S0 VKLl (g5l ool was o4y Cusl oSl jo ol c bl
bl ol 53155 an Gussil Sz IEEE w5l ugigsl dw bas 5o Jla
OLis ghaite bolas L glo x> Sjso 4 ¥ 5 ) glo o)led R o 55 oSy
Vodikie) b 5l ZAe b oady) cbli> cogi olKim] o sl sdd ool
a5 Soge ,0 bt ZV0e b (cblis ¥ i) glexsy cblis 4 (cblis>
Vodilate cblis gl oS> ooy S oo w3 | gt 38ge adsl Cbli>

dilie cblis gy o8, loy a5 o o ail gy98 45 ool axs S Ll o

16
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

adgl sl olfiny] aSil 1Ko ol Cansyob alad 5l g ,eSola gl Sl o oY

il o dxlge S L

Soloxe yiums 3903 B
Sl ol ool ools las ¥ JSs j0 AT (ge;] s ddl> o 18l Cow SO
e s SO solaiul b solo adgi g 08 RSO S, (g5l ooly
do oS abd Uil behs gjle amd gl RTDS) sdly olo; Jlmms
Couw Ga)Sn o 50 (Sopd Coall o] oz ol oolatul [l g b ,g5l,35
Tob wask slo ol s Jog RTDS & o bisodl> IS0 4y 133
oS S g 053 o Casl oSyl o,S Ll | ddlate oo cdls cublis
b oK) alos S o b 1 b oS akad sy o p, Jlil b s Sl
S5 o3ll sl PMU) 53 az LSy (65 ol axly o Shoe Jols 5
b a4 PMUS b ol bl oo (go &b g Jlal s o>
G S o3l lawgy Cogas gla olius! 1) «iogs 0uds 00ulS Lloges jo alElas
5 (TCP) Jlasl JyuS JSS9,/MODBUS ¢l L,> synchrophasor
Qigh o JyuS C37.118. PMUs sy, IEEE 51 eolizs! L PMUs
& S/ 405 VYo #,5 40 synchrophasor .5 o3lasl sle sols PMUs
Ao PMU i 1) S e aSlis sl ©B a5 (PDC) 50 0ols s0ssS 55 poito
b con Sl 5l (6l dacgomme aiwd 0 OPENPDC aoliy 4 4 g 00,5 aox

e (S S o3l 18,5 Bolay Ol bl 1 eslanl L 1) (g5le anl

17
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

JraS bbb SO a ) iz mlio 51 e ools pleal 5 agn)liws £45 Lol o ba oolo
(b 593 (Wils,8 Jels synchrophasor .5 ojlail sl ools 0sS o
o] b et b sl ol Jlozr el (g5 lalad 5 5Ly 5508
»onort wwdle 5 e IDS T K aing ley boonls (5,105 wilas o e
&S e Snort s askis | aSlis cdled B oogd o Lzl FealS (5,
e (ol s asid | Al 0 0 ol &S > sl cdls s
259 o) S5, 920l 5 g9 ye Dlygwd (n WlgT sed 353 5355 4 SNOTT
Bgd oo el S SO a aSls j0 aed Ll aST> o pll sasis

E Zone 2
Y= ] i
aR1 1 i BRZ BR3 L2} BR4
61 o ! a2
L Y = W= N— R
Bl LOAD B3
B2
Network Event Historian Site Attacker

PDC

T o U 8

| IEEE C37.118 | IEEE C37.118 ‘

! )
Modbus/
TCP IEEE C37.118
-—!ln ~~~~~~~~~~~ B
EBE Hardware B g |
Relays Cable Hardware
RTDS Cable e
Substation

18
www.nn4e.com — nn4e@aol.com — 09360703858 — |yl 0 5 S



http://www.nn4e.com/
mailto:nn4e@aol.com

U3 WO OR P LV CO | J PRE

T 92 b ol

L2 5L1 b3 (g5, p i @ oo @ b3 0j0e JuS Q1-Q2

385 5 41, L2 5 LL 55, pine o5 K0 b i 5| Q3-Q4
S e

i a) JUsh b gll 9o o po 1) ol ol g9 50 j50 ol Q5-Q6
WIS s 5l el 4S5 5 L (ol (12 4 L1

Ci P A) Cagl o] S5 j90 ol | oLaSL gl dlem &) ey Q7-Q10
(R4, R3, R2,R1

o ) sl ol 93 y90 ol 5l QLATHL sl Al &) ey Q11-Q12
adis 1, (Q5-Q6)s,ls 455 (g9 bw cabo> ol (R4 3 R3 L R2 4 R1
REL

2 S 5 Jsb o (R4, R3, R2, RLwss ) copis ol ;| Q13-Q16
A8l o 5 el Jaie ol syl 4 aST s (g9,

a5 olagg, o Job 0 (R4, R3, R2, R1Cw 5 a) Cugdts oK) SO Q17-Q20
S8l o L, 5l el fate Co gt o) 4 S oS (g9, p 5,0

» o5 S Jsb 5 (R4, R3, R2, RLcws 4) coghs oimsl 35| Q21-Q22
IR I L PO I WSSOI P T W BN [P VIPU S PESp

a5 olasg, o Job ;o (R4, R3, R2, R1Cws 5 ) Cugds oKt g0 Q23-Q24
o 5l Jate Cogi la oSl () 4 a5 oS 59, p sl
RYGL]

S8l e 3] eolayg ) et et Jaore o, Slos Q25

S3le a1y EMS) (6551 Copae a0 Shoe igals iy Jy5 S

56, g yuess g il b G abad gl EMS g5le as 0SS

MODBUS/ de.»)b )"9)30 o‘) "‘SJ} Co gl oKus! Jamy 599 o‘)

SIS 5 paens dlasg,y i SO TS EMS o0 8 SO o solal TCP

19
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

L prlen SpmselS S 5 Sl ol 1 58 callie il 55 S oo onl3 1, b
0,5 S5l mbe DMem Wlgi (oo g 00,5 398 Sl Slles oSGl 4y Zoidge
Sllas )08 g SWES] clagy b A g5l ol |, Sllas a5 4o
ol (6l Al a8 e ade D508 Gl w5l O g (g0l
synchrophasor s 5l o sols o0 & 040 o Jleel ol &l g
00, aled il sde] s 4 codds (53w 4 EMS g Snort (oo oi5 oK |

Aloads (gl ancd gyl pL L g onls g Loy Lo oolo

903 yiums sloge U D

50 0ads &L IDS Jluel g hjgel (sl oolitul 8,90 )08 wacw g L
Oy b SO0 s () sewl sall (gui dids 09,5 A 4 dlae oyl
Sl b s ool jo aws ;o gl O (V5 tsole ldos (Y ¢ )8
5 "Q" B LS e aS 0408 9939 gl YO fgemme [0 el a0l
YTV VI UV Y ISR OWOUWI PRCON [PV S N\ S AP DN R PP O
JEsl S oolgls a4 slate @08 piwaw SLG LS ol ouls ol
ool oy i o Sid ) [v-] RIPRCIPCIWPORIG SR VY WA g5 AR (RPRRCCIW:
Gy & 5B 5o aSTim Ceal ool sile ad boS e ar SO 5 LS el
& S ol @ eey 4 S 5B S el i gla (S sl JuS
5l a1 Jgo 0gd o 00yg] clin cpl aalsl o jatbe &0

PP = oolaz! IDS o, e Sloel lp aS ouls (g5lw and slags \liw

20
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

$lp ol cogi okl (Q1, Q2) SLG S slags v (sl c0iS (oo
Joe ¥V dihio j3la JuS lp Gloy m3U o5l G 9 05 (0 Joo ) adhate
Vb Sy b 51 an Sl 5k G (i JB095 b sla Joe 105 wialys
DA o |y b oaisS ahad 4l Sy 5l e a5 [Y)]

b e Jof S LG WS o G5O (Q4 5 Q3) S suzme o> SLG
o] & Sl e oS > jaws Jlo)l 5l e i 5 o)l g i
mS e & el (Sas alos pl S sy Jlil s Gl s Cosis
) el (J5S cdld o 9lnl o oS 0sd celiogdll j5b a5 098 e
ot oy MITM ala S5 5355 93y sl 55 s e Sl S5 s ol
GyeS il o> i colisl OpenPDC 3l o5 5 PDC L33l
O3l g 9@ oo pll o)bgs 1y piae SLG Ju5 S 5l synchrophasor
o el s cowl a0l Cogh oKl S > Ol jgiws daze iSu
Se oS Slej and (QB 5 Q5) JUil b (6l g e loge )l 020
99 2 o oS ahad 05 5l sl Cusd ol LS > 50 ol 5l sl
bt (S 5 et 6y sy | B b |y Jsl b S gl
599 oly 51 &S o Sl g 5T a8 5,950 0l S e (g5l A 1) sl e pl]
g oo Sl i S w0 ey g 08T (e 2,

Y bl o S (J3ls 5l cwl (Sen imle Oes D08 e

21
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Sl el (Ko b5 sy 5 4 ol S Oyt & ool Sen (sl
o Sldy 0950 5l Wl (oo Mo 05k L)l 4 ) bgd et
bl 5l ylop ope b cobuns @je o JUH 0 bg (S 50 SG e yu8
Moz S50 gy 50 bl ool plxil G380 sl Gl ol jo ans
@l coluy eliss G5l 5 50 spdy ol g Cotel (a5l Cal (S
Slbes la 4l jo (Sg Sl 3985 sl (bls,l sl SS90 b g ((bLS)
GoF O el ouls gile and OMes 5l £g8 A0S oolaiul (O 08
e (F 5 g bS] Skt 50,5 Jleb o (F s olSig] 5 ol
sl (Q7-Q12) cogis oK) &8> ey 3,5 O SLG S o
1o ol 5 opiiie b Cugl olStunl &S > Slgtws Jloyl b cYlexs]
o ol J Lk 50 el 3 Cughs oKl & prles S sl
ol S903 5l gd oo eolitul dlie (pl Glp &5 S o Ay
R 6T e S5 s 5 el ) LS (o)l 5 e
ool aS el 1o 8 e deiz e (dax SgB ool IP SO L olbls )| e
dolyzs b o S o, j0 s, O jpe el JL S 5l e
1 50 o 5l S8 o etws ol bl aSed iile SNOPE (o cpl b e
lo L5t &l (Q13-Q24) Cogis olfim] Jb é Slos abd oo yanieds
S b S8 o5 L s azms o pladl |, Giglh e S il oS

WS oo Lo 1) 7S sl oliws () Ss sl 6,158 05 sl s

22
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Gk Sl Cagl ol So (S cud A el Con Sl S ST e w
aS 10w yiwd cploe S aunalS 5l ool ooliw 8 MODBUS / TCP Oy
b é oMoz S o iyw |y abgyye Cusl olSiug] Glapals 5 e
Al Gligees wr b 6l g et g e Dolex jo gl o]
P IO JURCII N It FRPCTNUMICN | ESPE SRPCTSSIRN AT .1 S IFRP SN FO
R ARERV,N CA I DU R PSP I IRV SUUUC RN K GO PRV TO
Obl 9 E9y0 Gl Clle o minn b lagy liw 09l o8 (5l Al S
s 3 end gl JU bsls (SL b JoS olas e cnl 4 i (o0
Sl et 5l LS Ddlem plad 5 atiSl Cwns 4 (o) g e
Dol oo b gk

ag0il g osls D

L bls,l jo o ools o, B Jolss allie pl (gl p ooliswl 5,90 9031 slo ools
SG o ooly o IS Ll S 598 g5 )L YO 3 onls (g3l s diged Voo e
SG g st 65 o3l 07 Jolds oSl pbaizr ez L o LI LG
(\Y) tatws synchrophasor s ,.5 o3lail OY Jols ools 87 solo .l TS
S sl oad e s ) JSE o Cosi oSl e
5938 oslasl g 5B sy Jels ojhie Cogds oKl G 5l synchrophasor
ST bz ool Cunglio 5 Jlad 55l 5 e g e o I3 5Ly b

Sledbl ol (5,5 aiges ST ,L VY. o synchrophasor esls il oo

23
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

JraS Jlaize 5 SNOrt Jlace da ousS ahad Goly> ¢ Cugis o] Cundy
ad pleol ozl 0ol dcgese SO 4 0l o )ly sla cols e Lol o)lg 15 L
3 e ools acgemme o JU Veror dgan lawgh axly ol SOl diged SO
Sl s i Sloy 5l 4B VY sga ) bgrpe opl el ool &1l g0l
T Y Y8 VO S o Qyﬂ sl oolo Egatta 4O RG] BV COWIV SRR W
& b ools 5l e dga .l 00 g5l o ools yo bL e a5ls
G Akl S8 s (gly R0 e g 00kS iy akeb ijgel gl (90
aS Ja8 51 oslail . )3 1,8 colatul 050 (She VO lie cpl jo ol colaiul
oBla) 2 (gl Zusl ol Cundy ond (625 o3l Cosl oLl jo 0
Cordy S 5SS g ool oSl o ln SNOMT jlaie Condy (lygls

g0 ol 5l S >

IDS 5390l .V

al> o oJgl Ao 0 0 o leain 1 IDS e g cile &g, o iou (g
o3lail &g ooly sl SO |y (695,9 sla eoly i K cledol guss LJB
Slaogar 5,500 ol e e Ao j0 0S5 o Jas (MED) oo (6,5
Yl 5l o8 4 pamie gl dsgemme o Jglaie sl g, B es,ST u3la, |, MED
2 ygelo 1y sl canrp 6 gl o lp WE8ge CuS S SO 50 e
L g liw dan glp Jolio pun Jols a5 090 o aiBle Hloges SO cculys

24
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

L cols guiw JB A
O Sy mow Cwl Shy mud b ocols o B W, 5l ol p8
SG 0 NS dlgny G5 WlsS (oo a5 G051 L sle (Fhg o)l asls jaass
Sirg bl ol ey il gl o5l 55,8 sgame (gl calite edgaime
S g (oo LIS ok (e 5 Hob 4 i (oo S ol &5 ol
e sas Sy 0l 5B S ol sl Iy S Sleds)l sl oSyl
3B o3l 0gd (g 09,5 S odgase G 0 Wb s e 45 ]
AVVAA L« Jloy oogaome .ol (g3lw laz YU g cxa sl oogumme 4y o s
i) > 09 A VY e b gglie L 55,5 polde plas YU ooguze .09
a0t 555 ol 5l LS > Condy slo Sy Ju S5 5 SNOTT laie (s
OSwee ol el S8 > o by Sy Cosl o] (e 535] 09 (50
JrsS Camdy GSen )l Sanl Sla g0y 5 jlade SNOMT jlate Coxss
00 528 00ld acgazme o MED el &S, g oS > (j90 0ol 5l S > o
Ol Aged 753 b sle jgucw 5 Oledlbol .canl 0allsS (slo S5 b oo plel
Wged &5 e SV L e 31 ghlopm aiged 7 LG ool (g 10 aiges YU 5l ()3
Wgad 0,0 jomiw £o5 A Saws YU 5l 6 0 diged Wiy, S Cillas gyl
o5l @ly clo bl 090 digad o 50 1) sl 35)) gt polae (525
Bges polde ol a4y Cagll ol 9 0Ly Jlade WS (oo Sl ) @ ke mS

25
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

90 oly 5l eSS > Jo JyuS cdls g Snort Jlace sl Sy e S oo plo
L olg) S sgam jeein o5 Ll (S ol s Sl g
) Sy Gl aed (la &5 a5 e palS ply SO gt wpd (o0 Al
digad pylie job a4 AT (6 g (6,5 o3l wols b K G ol sols
i saxie b diges jwlpw j0 1) 550l g 008 (0 9,1 ST ends (65
azbl il s i a5 olKin b S

Sgad S LS sl olhgy p e Glo (S e ools i 5 o blie o
Y4 g, 6l diged &5 (el igd (0 Colex (525 ojlul ol o
SIS & odd (5l diged jpain palie la (5 ojll 0gd (oo plxl
(Gl Ga sle diged pled Wigd (oo S 65 ol 5l g diged 090
slo x5 ol i cpl jo WpS (oo |y (oald pue diged (0SSP B))
5l gloy diged 5 (oYL 45 0l (65 o5l ST Aiged VY o by ok
S o JrsS 5 SNOML s (ool ol Cumdy ol b (Fhig plos
A (6 diged 398 gy 4 4z gl LYL @ g, o5 sle

B, b TS cul gl Sl dgad SO sas lis MED SO
el ol 35 o 53 oy dn iys, s 31 gl v, olag i b MED
gl gy v loj 5l e MED ples aS 048 o

L ynno (g0 09,5 9 O] B

26
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

o s Sl Sloj o 5 Ay s 00l cdaline WY 3l cand SO (s
osds Lix Jizl s ol o Jl> 5 MED 5l ol )0y diges Lags
Bgad 98 Crar jgemiar p2 (555 50 il SO Il i ] (6 Cavs 4 ol
e 4325 S5l b gl 0,90 oles olulit gl MED ol ool MED
0,95 45 ;)5 Syl ead (6525 Wged b @ sy Sl Cll sla 050 000
2 055 S L0 diged 0,90 lio pl jo S o oolaiul 00,5 x|y diged
Yl slad g e oo e SID) Slulis clls G 0P @ paxie I
MED 2 slp e SO 058 (o0 0,053 Sl 00ly oL SO 0 ouls sl
e 6l e 5| (6l o] SKen <0 yiie (g5l S el 0 2] L
kil jgiws jo Sl (0,08 Glo piiws Slgy Coplo 4 Az b o g o
Gl o 31 oolauwl ol alls wlayg, Gl o Ol Sde @ g e S
I, gom aib Cirs C80 (gan aib sl zlSeinl anld 5l saal cans 4 pls
Sl 09,5 B 3gd (oo oolitul Johiie jowe glysinl oo )oS) ans (oo ams
g Cal grab g5 caipd Hlis 4 ol i dfgesme SO 4 |y e 255
Sk 0,5 s Jals s gl jo 6l @B Sl 6l acgere lgie 4
Sl MU S oo o3lo o |y (69955 sl ools a5 sl (5 Lis] > yo
ab @ Wl oo (g9 09,5 WS Gilulazr JiSeS e WS @ ) S5
SsSe 5E B ol 4 b WD Ay g bl 5GBS son

A Qsl.é.‘;o

27
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

) Cagls ol 90 0 sl <S> oy Vg ) Gble zodg 4 7 . JSA
b sy o] 8 o Ll a5 ams o Lid ¥ USE ool s ogdle ams ooyl
Jil bz slas o VA 6 oo, 0 VY 5l las o adhin 0 pgas 4 s e
4 9 0 dewlne MED 1Y ISCs (6l o as o] &8 1> le) ] gliaio
b by adsl loy slese 5b @ a5l YD cog 5 oS | 2> lgie
S (o0 ye® ol b Ol b pioed el Hl8 ) sl YL ke oS
Llgs oo 90 ol 3l cbla> #,b ailate 90 5l SLG Ju5 5 lge (T sasl cl> 4o
Voog)S ogd laz wms o gy JuF ol po a5 b aklaie 4 azxgi b og)S aw 4,
Y ailis 5 R1 Cosi olfil oV dibaie bwgs a5 coul b Jsb 5l S Jols
Voog)S S 8l Ol oo ¥ USS osd oo cbli R2 sl ol
Voog,S lp wes o gy b I AYY g e o oS cul ol S Jels
8y sl S Gl e WL R2 5 e8> 1558 b RT ol o] o JuS
R2 4RI o olfi) ) dibate Lawgs oo cbiliz JuS Jolts ¥ 09,8 .S
S8 5lamS S8 Voo, F sla S sl )58 b sl ol 90 0 el
¥ og,S ams oo g, b 51 AVA GAYE LY 00,8 S S il oy oo ¥
o] V dalaie g R1 ooy o] ¥ ddlaio Jawss a5 cnl ol S Jolis
9 &Sy a4, Vel e b R Cogly o] 05s o cblax R2 g
S 8l Gl oo VS Gl oS S e JuS Y 0g)S gl 198 b R2

28
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

bl 4 aSen ol iolidl as ojls bl ¥ 0,5 ,0 ool cvalive &S5 ,> o)lej
oo 0l odolice L3, pl Gl gl 0gd 0 SGoE Y g ) bl (g0
XY= 70 e el oad (g0 09,5 05 sl 09,5 53 JuS Joro dawgi SLG oS
AREYAZ QA2 A RWA A SRWA DIVA S WA S A SEWA LA § g
b oS, sl ooy a5 ad oaalice ool o odle AQe— ZAY o ZAe— V)
biugi SLG S js canls S plgie @ el dinon g L L o>
SV 28,5 18 osliial 9550 b edguse Sl b sui 09)S 1L 5 JuS S
SLG (6l jne (g0 05,5 (pl DlglKe FAA-FH+ FFA-Y- . FA9-YH. YFQ

WS (oo e 09,5 23 V7 =P @) oS
slo ol Glp S e flie 5o Sl ol oS > pley ¥ S

R2 4R1 cusis

LK,

i bbb i rane imiinnei i
F}
b
g 02 s 1
- cnataisirand

adeg - . .
T.. LI LR [ ] ?gm?li- SHPNINE0S afig iﬂ_mmm;ﬂh“m'
1 1 1 L 1 1 1 I 1 1 L 1 [l 1

My 0I5 20 25 MF 35 400 45 S0 55 6D RS T TR KO ES iN)
Fault Location at Line L1 (%)

Jg'é.’f.o a0 ‘Sglﬂg .C

29
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb o;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

gyl YO digas O v v 5l a3 o O 0+ ol G acgame ialesl oyl slp
Selgs o g jlew plod ;o Jolwie pne VY Jolitin e 55Uy o531 . oensl
G o>ly g9l SO gl Jolaie e iSTas ¢ JBlos olaws .l 00,5
Jolae e YV 6l SLG oS o b VO 0wl Caws w0 OY 4 F 55
sl Jolate po OF oxile Bl gy )l 00 L] ksl ol yo adl b S
Sy gl ley 5o ok g9 o 4 SLG JuS (sl Jslaie yne 0l slass
sl s Dgliie (5 10551 g JuS oo (aizmad g o Zo g oS

oaimd Glis Y jeme b Slaidee § 99d pew S Gom 99 Sl (o0 Joloie pss
oo 3le Jloyi TSS odias olis X jeme 5 (cdl> ID) cdl> ololis oS
L ooy 2wl ddbs g0 o Sl Jll sacas las gl g0 o ad .ol
3 (297 Ao lp as all il axgi cul sul asie > Sledlb
99 Sl Sy e T SE 098 (o0 00l (aled p3Y glo Sy Lo s
G5 3k abem Sy g LL L ) S o ¥ - AYF o S S, g i
S )0 90 2 JuS il e 5 S w0 o L ) L LS s JS
2 YL b PMU (s8ls lo JuS (gl 05d (o0 £950 s g0le
oz slp a5 Jb j0 a8 o 6,5 ojlal il gz oI SO S o
S o0 3,5 1, PDC YL (b2 lo 65 oplil o2lge o JouS (255

5 Ogd ools adkid YU Jgldie e 90 2 pg Sl 0ad o el oyl

LQ)'.?"M u—" ‘Jb u—" L’ IR1 = hlgh ‘JL,_,Q U‘B“'c' @ R1 u.sg.a_a ol ‘

30
www.nn4e.com — nnde@aol.com — 09360703858 — b o 5 <



http://www.nn4e.com/
mailto:nn4e@aol.com

Ol Gl prlee (JuS i3l sl aSil bl 4 S e (38 alalid
Guy ol p2 ek 4 R2 5 RL cosi ol a 1) cusly ol o5 >
4 i Slygtass o Coul ' Gidy il ales gl ped Sl wnd i pl 4 S
SNT = (R1, (Jtws ;lgie 4 s 1, SNOIt Lawgs ool ools aseis R2 4 R1

¥ s 0 R2)
gl Gloyd 35 9 b3 IS 5 jend ln Jolie Gl e B S
oSl 50,5 5k sl Gl eyliw 99 ol Dolisams (oo plis | ales
SN 5 eond S5 low Sln el Jy S5 5l a5 Gl R2 9 R1 i
Pl So Jold o J5S i, a8 05l (o0 Sl (n) 005 (o0 doiizr o >
Se Jelds bas (5l g sl ol Gl Jgene ol Bl 5 > gt
5 ((CP = (R1, R2) Jiw slp) sy J 08 w8 arseis o5 cul >
) a8 dws SNOTT 0ulls ool aseis 50 oy 5l &S, jgiws &5 ol I
Sl o5 6lp Jolaie ywe S oo <o 1, (SNT = (R1, R2) Jlw sy
U5 5,8 a0 |y Bl U8 0,8 s Ll ol SNOTE ot ol
o gl el Sl ole el Jols Jghie yme 45 amo o (Lii 0 o F
55 050 97g 4 bl pane 55Ty o) (ol o e il
bd e jlis, a5 el ools asgecme jl g5l £93 2 (gl 08 4 pazie Glo s

WS (o0 x5 ojll ) gl b

31
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Uito b S blie yo (Fault) JuS sow g0 Olatsn gjlwasin .F S

Jolaie sl s alo> (Fault replay)

s =) L L. L
(KRN = High, IR = Normal, R1 (11 = Narnesl, T2 = Sormesl,
= 5T, RE = NT, 58T = (RI. Bl=T, HE=T, 58T =i CF =i
W2 CF = My
8,
~
25 ! S, (IRI = Fore, T2 = Fero, R] =
rd ~ T B2 =T, 88T = i, CP = )
S
=] / - 7
= F Tl = High, 112 = Narmeal, 121 =
& 15 I, B2 =T SNT =i, CF =1y .
s
. / (1K1 = High, K2 = 4
Ilrr Marmial, B1 = T, B = NT,
SNT =i, CP=0p
¥/ —8— Fault
TIRI = ¥ormal, IR = Normal, BRI = — -
N, K2 = N, 55T @ i, CF = §) . Fault Rel
1 2 3 4 5

Tirme
Line ) s 6,lugK g pons (Gomgd Slaitwe g)luaiine O JS&
command injection ) ae> &, ole,d Jlie ,o (Maintenance

Jolaie sl e (@ttack

_ _ (IR = Ngrmal, IH2 (IR = %ormal, IR? = (TR = Marmal, TRE =
(11 = Nommal, IR Narmal, BRI =T, B2 =T, Normal, RI = NT, K2 = NT, Nermal ki =T, RE=T,

357 Mariial, R1 = NT, RI = NT, v ' o .
ENT =0 CF=0 - - - -
SNT = (R1, R, c}_‘ !-1..“_ ¥ ST = (K1, HIL TP =0 ENT =0, CF =0

30+ -

f “"l
i " L]
L (IR1 =% TR =%
5 / 1 =NT ':?_";;T ST :r::.‘[. (1K1 = Fern, K2 = (IR1 = Lera, K2 =
' -1 H;!h Fora, |1 =T, B = Firn, R =T, K2 =
o 0 " T.SNT = CF =) T ANT =L, L =)
w
=
in 15
o

{IRI = Narmal, IR = Normal, Rl = =8- Line Maintenance

NT, B2 = NT, SNT =1, CF = #) =& Command Injection Attack
1 2 3 4 5 &
Time

byl Vi

4\33.0.3 NI (E0 4.0...]0 Lg‘).: IDS ‘LJ?‘ o eolaw! IDS @b))‘ Lg‘).g L):’ﬁ) d

dlio pl pylax idu ,0 ool 00ld 7,8 gesl sla ols acgame slag lw ;)

32
www.nn4e.com — nn4e@aol.com — 09360703858 — |yl 0 5 S



http://www.nn4e.com/
mailto:nn4e@aol.com

ans 5lis | DS cds b wil oad dng oS yopmr csle Lo yile s oolic
5 S Jome bagi SLG oS ot aib (sl o680l ol 58S (o)
S 5l gl ez 5l 6l aegemma b Glalojl 5 (jsel cpgd sl onds )|
2 IDS LUlg qols lad gl cud (pl il IS5 b ools acgame I i,
9 a2 lales 5o ol eolitul Bl o g2 )l 5 a0 55) SDlaz arSeis
b o sk syse il 5 flon olej ke 65 ejlal L IDS 5 Sk

2B g S o3l 2yl g Sy
ol YO (sl 45 aiS o &l | oSy sla o ile IV g NI gl
Lol @ b aiads 00,90 lax Jga 98 10 (65,0 o s Sl .ol 00l Cos
"Oth" cazpp b oS o, wigd gla allie cpl (5w (250 50 45 320 ol
LIV Jga= ;0 Q1-Q13 4 Il Jeozx ,0 Q14-Q25 oYl oo ools ylis
e b a8 Sla wiges olows wls "UNK" Ciim a5 o, ame o olis
TUNCY oz Loy calyd g0 S (oo ool 1) ivgsd Gelate S e
3 e b Bedad Cde 0 aS ap0 o s 1) adeiiad gois 4l b o lge olaws

R PR W r@.ﬁbbﬁ 9.’)L».~.) AS.’ )‘ L)’“"'J )| st‘M i ASJ

33
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

QL-Q13 (s e sl 5050 ot 5o MM Jgaz

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Ql0QIL Q12013
QL|505 o0 31 0 0 0 O O O 0O 0 0 0
2 052 034 0 0 0 0 0 0 0 0 0
Q3| 10 0301 o0 0 0 O 0 O 0 0 0 0
Q4 o0 & 0321 0 o 0 O 0 0 0o 3 0
Q3 O o 0 0130 0 0 0 0 0 0 0O 0
Q6 o o 0 0 01 0 0 0 0 0 0 0
Q7 o o 0 0 0 067 0 0 0 0 0 0
Q8 o a9 0 0 0 0 034 0 0 0 0 0
Qv o o 0 0 0 0 0 0% 0 0 0 0
Quw o o o0 o 0 o0 0 0 05 0 0 0
Qi o o 6 0 1 0 0 0 0 0127 0 O
iz o0 0 o o0 0 o 0 0 0 o0l04 0
Qi3 0 0 0 0 0O 0 0 0O 0 0 0 0179
Oth) 1 2 3 1 0 0 O 0 0 O 0 0 0
Unkl 3 1 4 0 0 1 35 32 0 26 0 0 0
Une| 0 2 & 4 O 0 O 0O 0 O 0 0 0

Q14-Q25 55l Gl (05,0 ol IV Jguo

QI4 Q15016 Q17 QIR Q19 Q20 Q21 Q22 Q23 Q24 QI5

Q4220 0 0 0 0 0 0O 0O 0 0O 0 O
Q15 0208 0 0 0 0 O 0 0 0 0 0
Qg 0 0162 0 0 0 0 0 0 0 0 0
QU7 0 0 0 40 0O 0 0O 0 0 0 0 0
Qg o0 o 0 073 0 O 0 0 0 0 0
Qe 0o 0o 0 0 033 0 0 0 0 0 0
Q2 0 0 0 0 0 045 0 0 0O 0 O
Q2 0 0 0 0 0 0 0424 0 0 0 0
Q22 0 0 1 0 0 0 0 043 0 0 0
Q23 0 0 0o o 0 0 0 0 0122 0 0
Q¥ 0 0 0 0 0 0 0 0 0 0112 0
Qs 00 0 0 0 0 0 0 0 0 0114
Ohy 0 0 0 2 1 5 0 0 0 0 0 ©
Unk| 100 12 2 23 0 12 0 6 33 16 19 0O
Ung| 37 38 0 0 O 0 O 0 0 0 0 O

RSO A APIN VRPN CEIP VN~ SRR I TR WALV CS| PORR VSR, R TR
b oloze L AYY 5 aslisl olee 4 o)lee 51 AFY s gon aib Ll s)ls
J.wfsl.b dasmda.]ayfo ua.?u.mol.’ 0)‘3.4 GALQJ | 00 ngww

355 Saad JuF 53 K3 5l s sl |y S5t s S 5 552 SLG

34
www.nn4e.com — nn4e@aol.com — 09360703858 — |yl 0 5 S



http://www.nn4e.com/
mailto:nn4e@aol.com

Sy oads oLl (logy i 3,50 10 g 4 LIS slo e Wil o IDS
Code gy Wlie (pl (o 08 adgh (exlpi e Sy, b g le SOl aldis
b orlpe ble @ g oud ailre o2led e slo gl ples sl D36
s V5 s /2.1 SLG JuF g5 8 Q2 s QL olags lw ol ons o
Moz laie 4 QI Gt o 55T w90 90 o 0 Laiile QIS ot £
ez U il ouls 2ok (idn 3L Ol a0 00l guis a8 iow 5k
b S ol Sy plyie a4 QI Cute 00jly 5l (S S allE 1, SLG
5 oS Slygy 59 58 Q6 5 QS lagy L wd gun all ales (08 b
o Sy 45 il 1 Q3 Sue 5 A g A A i 4 e (5,0
P So 23 cuie QS gl (lp de cui g 4 Q6 5 QS Gl SIS
@ly og JUI b Ll jo Cosd ol 90 2 95 5L gl alem e
Sl D50 90 0 0 e JuF iouil e SO D3 Cude Q6 5 )L
0ol gy adb lale g9,k g (8ly (g9, sl Sl jne o b LIl
sl ooy jo £55 L olyen Sligren (pl clls Sligeen oYl Jlgi o
e 3l (oo 615 oIl e (Sbigy 9 D)8 e LS 4 0ud ol

Dyl Q3 Cute o
ks 0 5LG s 5 Q1 5 ks sl 05,5 5 ooy aib sl LS L))
S y5b Gle Jlae )b g lax Jore glo 09,5 55 4 QL (gl oo 0l ol LT

33 99 AAES sai 09,5 ds 5 LSLG o8 b oo aib i 53OS

35
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Jdos g a0 cals oy Atk lale gl 5l oo VYD a5 I
09,5 a5 Cawl 0ol F, Sy hle glo gon aa b cy 5STas ol lis i
Gl aib oS SGop 098 b aleen S slacl plgie 4 SLG LS sle
STy s 09,5 piuysSIl a5 wes oo (LaS gak 05,5 ralel ingy o
L alie glo gl @lp (o 058 4 jaxmin Gl 8L (Joloie s

S o a8
S50 abox slagy lw jao 59, arsis c8s byl lp ablie el ply 0o
S 51590y gl el sals sols LSV Jgam o &S C8 )8 8 eolarul
Lol ciods aisldS LS joal 5l g s obesl Solas & jgo 4 gl lg
Slag b ly e cds lawgie autily 18 yee;l sla ools dcgomma o
Olie a5 Cils 0929 (60 lge (J pl b g sy YYLIY jan 5y, des
o 590 @l Jelod g asad (Jle (lyie 4 09 05 ho g, dles alulid
R2 5 R1 cusii o olfiunl &5 > loyd 31,5 Q6 oo liw a5 ol oylis
dib (L1 L o 8 wooil ale>) Q3 g b (e @ hale @) aien
Q6 sl HLatl 550 Jglote pue a5 08l o Jdo cpl @ Bl ol ol o
o g yiwd u';’,)‘g.oT 2 Q6 &5 LK plpls aiie alie Q3
aib 4 e a5 Wgd oo o 4k Q3 le wged (laie 4 Q6 sl wiges
S0 355 dhem g aitie alex Q3 5 Q6 90 10 )50 (nl )3 05D (oo LI oy

Olgie 4 aS Cowl (b 5l s a5 0al 0 guin a0 ale> S laie A

36
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

Sloge L (o (gt dlinb C85 29y jolate 09D (G Ak 2o e SO
Sglaio g yliw 90 a5 oleolayg, U sl 5Li 0 90 Slol loguics wlie
A oS s Gt &S Sl Hlals jao 59, 0,50 p0 ldl S 10, 1) die

b 5l 0 jge Cnl e SLS! sl jguin
il Sy 5l ool b alibl> 5l eslinul 5 guiy akib anld ley g ]
S5 ol abbl collGS Y 5 CPU 55,0185 Y0 L siiges) oS i (55lme
A ge3l 8)lge oss adb Lcils jLs abisls oLl YE g VY higel o
sl aiws ol Lo aasl MB YEY o LeSS 6l goylew diges o 40 4l
sl JuS son alb lp by e ooy (B iyl ol
o osls 5l g cd,3 15 ooliiul 090 [YY] )0 (6 pule OMe § & ja8 witacns
ol .l 00,5 oolaiul clde ol jo ool &1l gl IS (gl oais oolatul aslice
o de d(dbe> né 5 ala>) g,ul glo atus b o aib ol [YY] s

390 3 M5 B3 6l VY] jo iw slo g ples 39S it St
<35 Adaboost g JRipper 65l 5l oS5 0,5 Joo jig dtws s>
o Jglae yuweo IDS Cds @ 4l a5 S o oy w0 A0 4 S0y
15 omb g JB b 4 cds Koo gl slo by, (aled canl gl 5
& e [YY] o il aw g o ub Lbs, auiils alie ol o oo &l)) IDS

2 e Jolie e IDS 05l o 530 gon abib 4z o 8 Segy

37
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

@i alb C8s S e eolyd 380 380 | gl g9 5 gun adb 351
085 b lp g Sex S0 4 anise Sepe lp gl g9 Wbl
@ 5L alws 4w 5 29990 IDS el 5LS 5 50 slesaly asulS L S0s5 el
WS 8L g i ol Wle Zly S8 b ooyl sley 5l e Oldas
il IDS Sy a cos Jshiie Glojene (3555 (e IDS (Lol e
Sl ae Gl w4 by S Glgie by sols bsls p oblgs (gt (gl A
5L 0,90 abibl> lade by 5308 5 el BT 1IUT (gl e sols 5l aws
2 IDS Gl s s 50 5wl oo Blas 0 ]; on 4kl g Ghieel sl

Z'D(%A)\CC' P90 g )l 0,99
76.3 Q3, Q11, Q18, Q22 1
67.3 Q2,08,012,Q23 | 2
50.5 06, Q11, Q16, Q17 | 3
73.3 Q1,05 Q8,Q10 | 4
91.8 Q1,09,019,Q21 | 5
64.7 Q5, Q13, 020, Q23 | 6
63.8 Q5, Q10, Q15, Q16 | 7
70.7 Q12, Q13, Q19, Q24 | 8
76.3 Q2,Q7,0Q9,017 | 9
99.8 Q9, Q10, Q16, Q19 | 10

38
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

35 4z VI
cbli> pwew S a stateful ol oglS 5 i Jglae e IDS
5 synchrophasor ool aal 3585 Jlael b Sos0l 50 of, 51 Jlal
w2l EMS la o0 )5 5 St cotal gl o )80 e 95 oS 1 ledllol
o odlo higel Jglate e (59lS w980l SO 5l eolawl L IDS aiST o
618, sl &S wies oS 5 Clogas 5 @WDle (Jslie o e 05
sl ST (o0 o ) D)8 el slaolg) 5 s b bLS I o wins
» pol haS 0,8 alde gl ploj ojem jo eols Julod g ay i Gl SO
o5, Sy 3l S e Y oslS b S cpl S e eald | s (.5 o5l
s Gy rogs lp Jolate s 095 (oo plonil 0id osalive (o
15 coliial 50«5 pmle SMa> 5 eSSl o5 )08 (s S 4,
0 iolaws Jolaie pue a4y s 1) 00l &)U gl > IDS 06,5 o
2 Gl o dib 05 son aib glp ole peal Boes o Gl
L b sl ol 5l ol ailes Solw a4 g ol o3 sass (g0l g L
o3y a5 Lugel aw b g0 Jl g o 2l ln IDS allie cnl o
D9 0dsd higel b o pll | ddlate 9o 490 of, 5l cblax #,b SO g5l
5 «J xS Slaladl stockticker SLG sle Jo5 5 JSaie g0 ,liw g S

39
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

acgarme o U ad 2l Bola pip la el )l Lo Voo e il S
Slye 31 A9 F wys 4 IDS asS sl IDS L5l g djeel (sl eols
Slael oo SO Jold 5 bl il suls gass Al oald Cald (g9 )liw
cds lhwgins ol das gg )lw jao 39, aid CEs oLl sy ablie
Jolote o IDS 590 duo )0 VY FY ales (590 b a0 59, lp aseis
Slr g 9595 Joo iw ile 650k slo w68l 5l e 29 2 (e

A0 i camlin 508 6l e ;0 39250 Sl 51 YL o>
ools 8L, sl o )& 51 oglS 5 e Jglae e IDS (o> = 0
Sl s sl 6l 00l i S iz 6,5 il 4t Lo Jglate (sla e o
Slaws e B el 5Ls 0,90 son] sla IS 5o ces 5 cpl Al lgis  aBlg
IDS oS dgamme |y 0,8 oigel (glp ool 48,5 (g4l diges DY
58,5 18 alesl 8590 (0T 0ol sy 2 g3l sla ools dcgarme lawgs
0l s 51 (6355 51 (oBly (o (s aib plowil (sl el LS ean T IS
il S5 cazlr SO b ealsS g abib g 05l bl IDS Sl s, 4
oS5 08 e s 3 galogil Gl 4 gliws sly VY] aiaign

.os..:’s

40
www.nn4e.com — nnde@aol.com — 09360703858 — |_jb e;ﬁ



http://www.nn4e.com/
mailto:nn4e@aol.com

